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Why? // The Problem

ÅNumerous talks, whitepapers, articles and books on 

web application security

ÅFoundation of non-profit organizations like OWASP

ÅHeightened awareness in the media

ïBut it does not seem to help

Why // "Hall of Shame"

ÅRecent evaluation of two dozen

ramdomly picked Web 2.0 sites had an 

incredible "success rate"

ÅSome high-profile sites have had

issues, too

ïMost notably: Myspace
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Why? // Explanations

ÅBad, inconsistent advice in talks, whitepapers, 

articles and books

ÅLack of time

ÅAjax applications make it very easy to introduce

vulnerabilities

ïMany new (unchecked?) server APIs

ïApplications rely on UGC (user-generated content)
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XSS // Problem

ÅCross-Site Scripting (XSS)

Å(Old) Problem: Dynamic data is sent to the client ï

without validation

ÅThe following content can be dangerous

ïHTML

ïCSS

ïJavaScript

6

XSS // New Dangers

ÅXSS everywhere

ïXML

ïRSS

ïHTTP Headers

ïé

ÅValidate all incoming data!

ÅValidate in all dynamic files!

ïIncluding REST-y web service APIs; not only Ajax 

applications may use them!


